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Estelline Public School Bring Your Own Device Pilot Purpose and Guidelines 

The challenge for educators today is to “preserve what is important from the past…while embracing the tools of the 
future.” (Prensky, “Teaching Digital Natives,” pg. 6). The Estelline School District believes 21st century instruction is 
necessary for 21st century learning. Our students are living in a world where they have immediate access to information 
anytime and anywhere. In a 21st century learning environment, students actively engage in an integrated curriculum, 
access information and apply it creatively. Many students have personally owned devices that can be used to allow them 
to access information that ties to instructional purposes for a classroom. Allowing students to bring their own devices 
ensures that all students have a tool to use for instructional purposes. The Estelline School will begin the Bring Your Own 
Device (BYOD) in the fall of the 2019-2020 school year. It will be imperative that both students and parents agree to the 
district program guidelines. We would also like to make clear that parents are not expected to purchase a device for their 
child because of this program. If a student owns a device, has parent permission, and agrees to the guidelines, the student 
will be allowed to bring their device to school. Technology is a tool for assisting students and teachers in the instructional 
and learning process. Technology is not intended to replace teacher instruction, but is rather a tool for students and 
teachers to access information, share and collaborate, and problem solve. 

 

Important Facts 

• Required to use only the Estelline School wireless network. (No personal data plans.) 
• School network is filtered and monitored. 
• All students are subject to the Acceptable Use Policy whether using personal or school device. 
• Students are expected to exhibit digital citizenship and follow the guidelines while using their personal devices. 

 

Responsibility for Devices 

• Neither the school nor the district may be held liable for loss, theft, or damage to personal property. 
• Theft of items on school property will be referred to the school resource officer (Hamlin County Sheriff). 
• Students are to keep their devices secure at all times and not loan them to others. 
• The classroom teacher has the authority of when devices can and cannot be utilized. 
• The MAC address and other identifying information will be recorded and utilized for school safety and security. 

 

Prior to Bringing Devices to School 

• Clearly and permanently label all devices and power cords with your student’s name. 
• Set a password on the device and do not share that password with others. 
• Bring devices fully charged to school and in good working order. 
• Bring necessary charging/power supplies to school. 



• Record the device serial number and model information to be kept at home. 
• Students should “power off” when not using their device in order to save battery power. Also, unless otherwise 

directed, students should set their device to the “silent” setting. Examples of Inappropriate Use (These uses are 
NOT allowed): 

• Using the districts electronic communication system for illegal purposed including, but not limited to, cyber 
bullying, gambling, computer hacking or pornography. 

• Disabling or attempting to disable any system monitoring or filtering or security measures. 
• Sharing user names and passwords with others; and/or borrowing someone else’s username, password, or account 

access. 
• Purposefully opening, viewing, using, or deleting files belonging to another system user without permission. 
• Electronic posting of personal information about one’s self or others (i.e. addresses, phone numbers, and 

pictures). 
• Downloading or plagiarizing copyrighted information without permission from the copyright holder. 
• Intentionally introducing a virus or other malicious programs on the district’s website. 
• Electronically posting messages or accessing materials that are abusive, obscene, sexually oriented, threatening, 

harassing, damaging to another’s reputation, or illegal. 
• Accessing the internet through use of 3G/4G instead of the school’s guest network. 
• Gaming on personal devices. 
• Recording of any type is not allowed unless authorized by a teacher for an assignment. 
• Students that bring their own device to school will not have the option to connect to the school printers, as a 

security measure.  
• Students that being their laptop to school also agree to putting LanSchool on their machines, so staff members can 

monitor their machines during in class tests and quizzes.  

 

Consequences for Inappropriate Use 

“You Abuse It, You Lose It” 

• Failure to follow the BYOD guidelines or district policy may result in these actions: 
• Loss of the right to use a personal device at school after confiscation of the student personal device: 

o -As is the case with cell phones at this time, when a personal device is confiscated, the student may 
retrieve the device at the end of the school day from the school principal 

o One and Done Policy-if you are using your personal device inappropriately, you will not be allowed 
to bring your personal device to school anymore-a computer will then be provided 

• Police involvement and/or arrest in cases of theft of a personal device. 
• The administration reserves the right to adjust the rules and consequences as necessary in each situation 

 

BYOD FAQ’s 

(Bring Your Own Device/Frequently Asked Questions) 

What does BYOD stand for? 

“Bring Your Own Device” is simply a program where staff and students can bring their own personal computing devices 
on campus and connect them to a new school district wireless network that will allow filtered internet access. 

No 

 

Is this a 1:1 initiative? 



No, 1:1 models presume that all students have devices at all times in the instructional day, often with a prescribed device 
or product. While there may be instances in which all or most students have devices in a given classroom, it is not 
expected that all students have devices or that they will be required for success in the class. In a BYOD model, a variety 
of personal computing devices may be used either as a part of individual, small group or large group instruction. 

Are students allowed to bring their devices to school? 

Yes, at their own risk and choice. 

 

Are parents (or other guardian) required to purchase and participate a personal electronic device for this BYOD 
Pilot? 

No. Devices will be provided for those students that do not participate. 

 

If a parent (or other guardian) does not choose to purchase a personal electronic device for this BYOD Pilot, can a certain 
level of device usage be expected during the day? 

No device usage is subject to each individual and classroom and is not a requirement. 

 

How will my son/daughter’s device be used in the classroom? 

Schools must challenge students with rigorous, personalized, academic learning experiences that foster innovation and 
creativity. Students will engage in a cohesively integrated curriculum, access information, and apply it to solve authentic 
problems in a collaborative setting. 

 

Will a student be at a disadvantage if they don’t have a personal computing device when they come to school during the 
BYOD Pilot? 

No. District curriculum remains the same. This district will continue to purchase basic supplementary textbooks, support 
materials, computers and software to support student learning. When electronic devices are used to enhance learning in 
the classroom, students without a personal device will be provided access to an appropriate district-owned device as 
needed individually, in pairs or as part of a group. 

 

Can a teacher require students to have a personal computing device in their class? 

No. 

 

What if my child’s device is stolen and damaged? What recourse can I take? 

Students bring their personal electronic devices to school at their own risk, just like any other personal items. The school 
district will not be held responsible if a personal electronic device (or any other personal item) is lost, stolen, damaged or 
misplaced. Some personal devices have a device locator it is recommended that you enable this feature if possible and 
label all personal devices, cables and other related items. 

 

What network access will users have with their own devices? 



Students will have access to district-filtered internet access only by logging into the BYOD network. Students will not 
have access to district-purchased software, building printers (they will email their teacher or use a LMS), or network files 
and folders when logged into the guest network on their own personal devices. 

  

As a parent, am I required to add additional software (virus protection, filter, tracking device, etc.) to my child’s device? 

Virus protection for all personal electronic devices having internet connection capability is strongly recommended. Device 
location/tracking software is also recommended, but not required. 

 

Will the personal devices be filtered at school and at home? 

The student devices will be filtered at school. The student will be required to login to the school filter before being 
able to access any site.  

Parents have the option to filter their student devices when they are at home. By choosing this option, parents 
understand the technology staff will install a mobile filter at the beginning of the year and remove it before school 
ends.  

 

What about privacy from pictures/videos? 

Students will not be allowed to take pictures or videos with their devices unless specifically requested by a teacher for a 
project. Any pictures or videos taken without permission will be subject to our discipline policy. 

 

Are students and teachers still bound to district technology ethics policies and guidelines if they bring their own devices 
into school to use? 

Yes. The same policies and guidelines apply to personal computing devices as to district-purchased computers or devices. 

 

What if my child has no device or we choose not to participate? 

The school will provide a device for that student to use.  

 

Can the technology staff troubleshoot my student’s personal device? 

The only troubleshooting that the technology staff will do is very basic. Some examples include: wireless and installing 
software.  

 

Are there risks of students accessing inappropriate material from the internet through the Guest network? 

Although our Guest network security and filtering system prevents over 99% of inappropriate online material from access, 
there is always a chance that a student may be exposed to an unintended pop-up or screen. Through our digital citizenship 
lessons, students have been informed to immediately notify the classroom teacher if this occurs. 

 

Will students have access to “chat rooms,” “instant messaging”, or other social network-type vehicles through the Guest 
network? 



No. All “chat” and “IM’ing” capabilities have been disabled. Students cannot access, Facebook or other social network 
sites. Students will continue to have access to Gmail only for the purpose of communication/collaborating with 
students/teachers for specific school projects and assignments. Because the Gmail is through our school network, as a 
school we have access to and do monitor student Gmail accounts and usage. 

 

Specific student FAQ questions: I brought my device to school to use it in the classroom, but my teacher said I couldn’t 
use it in his/her classroom. 

Can I still use it? 

No. The teacher in the classroom has the final say on procedures in that classroom (including specifics directions left for 
any substitute teacher). If the teacher (or substitute teacher) asks a student to not use the device, then the student must 
follow those directions. 

 

I have my device with me in class. How do I get on the Internet now? 

Most devices will detect a wireless connection when you are near one. Most of the time devices will ask you if you would 
like to join the network. When prompted, choose the BYOD network. At the beginning of school, all personal devices will 
need to be brought to the technology staff.  

 

I need to save my work in my network folder. Why can’t I access this resource? 

Students do not have folders on the network anymore. Use OneDrive or Google Drive to save your work. 

 

I need to print the assignment I just completed, why is there no printer when I try this? 

Like the network folders, printers are networked differently in the school and will not be available when you log into the 
guest network. Some network solutions include saving it to a flash drive, emailing it to the teacher or printing it form 
home or another school computer. Keep in mind that using school printers in the classroom or other learning spaces is at 
the discretion of the teacher. A printing station will be made available for students that use BYOD.  

 

My device was stolen or damaged when I brought it to school. Who should I contact about this? 

Bringing your own devices to school can be useful; however, some risks are involved as well. The school district is not 
responsible for theft, loss or damage to personal devices. It is always a good idea to record the device’s serial number to 
have in case of theft. 

Also, label personal devices, cables and other items in a permanent way, so that they may be identified. In the event that 
your personal device is damaged, lost or stolen, please report it to your teacher and the school office immediately. If 
appropriate, the school will have the student complete a lost/stolen property report to be shared with the SRO (School 
Resource Officer). It is best to report stolen items prior to the end of the school day so that the school may attempt to 
prevent the stolen item from leaving school grounds. 

 

When should I not use my personal device at school? 

During class when a teacher has stated that personal devices are not going to be used in the lesson today and should be put 
away; during lunch (unless under the supervision of a teacher during lunch detention); or in the hallways during school 
hours. In fact, it is best to have your personal device powered down during these stated times in order to save battery life 
and prevent disruption to classroom instruction. 



Am I allowed to access the internet during class using a source/access point other that the Guest network? 

No. The guest network is the only allowed internet source/access point for students. Students attempting to access the 
internet outside of the filter will be subject to consequences.  

 

Does my student have access to Microsoft Office products? 

Yes. All students and staff members have the ability to five free copies of Microsoft Office.  

 

What options are available for storage and backup of my student’s files? 

Since lost file troubleshooting will not be available, students are encouraged to save their files to OneDrive, Google Drive, 
and/or a flash drive. Saving directly to their computer is okay, as long as there is a backup of their files in case something 
happens. 

 

What is an LMS and how will it be used in the classroom? 

A LMS (Learning Management System), is an online portfolio where teachers can put resources, assign assignments, and 
have student’s hand in their assignments. This option will be encouraged, as students that utilize BYOD will not be able to 
print from their device. Some examples of an LMS are: Schoology, Google Classroom, and D2L. 

 

Allowed Device Information 

All devices will be checked upon when brought to school the first week. If students/parents have questions whether the 
device will be allowed, please bring laptop in or contact the technology staff. The technology staff has the right to deny 
any device that does not meet the minimum requirements.  

  Macbook Windows Laptop 
OS Version 10.4 or Newer Windows 7 or Higher 
Battery Life Needed 4 Hours 4 Hours 
Required Accessories Padded Case Padded Case 
Estimated Price Range $1000-$1500 $300  
Projected Implementation Fall 2018 Fall 2018 
      
Devices Not Allowed:     
      
Nooks, Kindles, Kindle Fires, Samsung Galaxys, Andriod Devices/Tablets, Ipods, 
Iphones, Smartphones, Chromebooks, Ipads, Raspberry Pis 
  
  

 

Recommendations for a Device 

Recommendations for Specs of a PC Recommendations for Specs of a Mac 

4GB to 8GB of Ram 4GB to 8GB of Ram 

100gb Solid State Hard Drive 100gb Solid State Hard Drive 

15-17 inch Screen 15-17 inch Screen 

i5 or i7 Processor i5 or i7 Processor 

Antivirus Antivirus 
 



 

User agreement 

NETWORK ACCEPTABLE USE POLICY  
Students using the school district’s network are responsible for using this technology appropriately and in an ethical 
manner.  Failure to do so may result in disciplinary action, including the termination of network privileges for the user. 
 
The use of technology must be in support of education and consistent with the academic goals of the district. The last page 
of this agreement must be signed and returned to the technology department. 
 
All students/staff that bring their own device to the school: 
 
Will be able to:  
 
          Access the school’s equipment. 
 
          Use the internet for educational purposes. 
 
          Backup important files to the school server using a school laptop.  
 
          Use external storage devices if virus scanned by a staff member prior to use. 
 
Will be prohibited from:   
 
          Bypassing the internet filter to gain access to blocked websites. 
 
          Printing from their own device. All print jobs will be have to be printed from a school computer. 
 
          Transmitting, receiving or viewing obscene materials. 
 
          Revealing personal information about themselves or others.    
 
          Sharing individual passwords or utilizing another student’s password to gain access to network resources. 
 
          Communicating any financial information for online purchases on school equipment. 
 
          Utilizing electronic mail during school hours unless under the direct supervision of a classroom teacher.   
 
          Using tools or programs capable of disrupting the network. 
 
          Accessing real time audio or video streaming. 
 
          Vandalizing, stealing, or attempting malicious harm to school equipment or data of other users. 
 
          Accessing non-educational games on school equipment. 
 
          Bringing programs or games from home or other sources.  
 
          Downloading files from the internet. 
 
          Using P2P (Peer to Peer) services. 
 
          Chat or instant message services on school equipment. 
 



          Housing MP3 files or executables on the school server. 
 
          Using vulgarities or other inappropriate language while on the network. 
          Bringing outside electronic devices to access the school’s network. 
 
          Using school computers to place phone calls. 
 
The student’s internet use is tracked and monitored on a daily basis.  While students are on the school network, students 
can be subject random inspections based on their internet usage. 
 
 
Damage to Unowned Property: 
It is recommended that students do not share their personal devices with other students. In the case that a personal device 
is shared with another student with the permission from the owner, and the owner cannot expect the student to be held 
liable if the personal is damaged. 
 
If a personal device is used without the knowledge of the owner, the owner can press charges for restitutions for any 
damage done to that said device. 
 
 
Misconduct:  
 
The technology staff can refer to a higher up administration for misconduct— administration is responsible for applying 
disciplinary actions when the Acceptable Use Policy has been violated.  
 
Consequences:  
 
First Notice:  Student’s computer privileges will be terminated. Student’s will no longer be allowed to use their personal 
device. A school laptop will then be issued to the student.  
 
When applicable, law enforcement agencies may be involved. 
 
Violation of any of the above mentioned rules and responsibilities will result in a loss of access and may result in other 
disciplinary or legal actions 
 

The consequences listed are to be used as a reference for the Estelline School Administration. This policy cannot list 
every eventuality that might occur in or outside the school building in regards to use of technology. The administration 
has the right to review each case depending upon the severity to determine a student’s disciplinary action. The 
administration has the right to skip any of these steps depending upon the severity of these actions.  

 

All questions, comments and concerns should be directed to the technology staff or school administration for further 
clarification. 

 

 

 

 

 

 

 



Agreement Consent Form (Please Return) 

I have read and agree to the terms listed to above. I understand that consequences will arise if this contract is broken. I 
also understand that this contract is elastic and can be subject to change throughout the year to fit the needs of the 
Estelline Public School system. I also understand, as a security measure, I do not have the option to connect to the 
school’s printers, and my machine will have the school’s Lanschool program installed on my machine-which will allow 
for staff members to monitor my machine during school use. 

 

Student Name: ________________________________________________ Date: ______________________ 

Student Signature: ______________________________________________ Date: ______________________ 

 

Parent Name: _________________________________________________ Date: ______________________ 

Parent Signature: ______________________________________________ Date: ______________________ 

(Student can sign if of the age of 18.) 

 

 

 

 

 

Mobile Filter Consent 

I, ________________________, guardian of ____________________ give Estelline School District #28-2 
permission to apply a Mobile Filter to the laptop that my son/daughter will be using throughout the duration of 
the 2019-2020. As the guardian, I understand that the Mobile Filter will filter my student’s personal laptop off 
of the school network.  

 

 

______________________________   ________________________________ 

Guardian Signature      Date 

 


